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AppSentinels Policy Instrumentation
We can deploy policy in three different ways:
e (Catalog-scoped Policy
o Use this method to manually attach the AppSentinels policy to an APl in a
specific catalog
e Global Policy (per catalog)
o Use this method to automatically apply the AppSentinels policy to all APIs in a
specific catalog, no manual intervention is required here
e Global-scoped Policy using gateway extension
o Use this method to ensure AppSentinels Policy is available across all the
catalogs in an organization, later manually attach the AppSentinels policy to
APIs

Note: Please refer to Appsentinels-IBM-DataPower-Integration.pdf document for detailed
information related to GatewayScripts configurations.

AppSentinels Catalog-Scoped Policy Instrumentation

In this type of deployment, we have to deploy the policy zip file to a specific catalog in API
manager. After successful deployment the AppSentinels policy will appear in APl assembly
palette under user-defined section. We can drag- and-drop to apply the policy to specific
API.

This guide describes how to integrate AppSentinels policies (pre-request and post-request) at
the catalog level in IBM API Connect. Integration can be achieved using two methods.

1. Through APl Manager Ul
2. Using the APIC Toolkit CLI
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Integration via APl Manager Ul

To integrate policies via the APl Manager Ul, follow these steps:
¢ Download the AppSentinels policy yaml files from location mentioned below. There
will be two files
e appsentinels-pre-proc.yaml
e appsentinels-post-proc.yaml
Location: AppSentinels Catalog Scoped Policy

e Update the ‘AS _CONTROLLER_URL" with the AppSentinels controller URL and
"AS_TLS_CLIENT_PROFILE" with TLS profile in the ‘appsentinels-pre-proc.yaml” and
‘appsentinels-post-proc.yaml’ files.

e Then create two zip file form it by using the below commands-

o zZip appsentinels-pre-proc.zip appsentinels-pre-proc.yaml|
e Zip appsentinels-post-proc.zip appsentinels-post-proc.yaml|

e Navigate to APl Manager - Manage - Select the specific catalog - Catalog Settings

- Gateway Services.

<« C  © Notsecure hitps//api-manager-uiapianan.gigahert zloal/manager/appsentinels/manage/catalog/bddecead-6a2-4124-808¢-90 bdb/settings/gateway-services Q % @  NewChromeavailable

Lifecycle approvals

Publish Title Event load Type. URL

e ) © Normra DataPower APl Gatewa, 1t 10.0.60.20:5443/appsentinels/sa ox

Onboarding

APT use istries View

OAuth providers View poliie:

APl endpoints View

TLS client profiles

Portal

Billing

¢ In the Gateway Services section, click on the 3-dot menu (ellipsis) of your Gateway

Service.

¢ Select 'View Policies', then upload the AppSentmeIs pollcy flles

€ c © Notsecure  httes://api-manager-ui.apionan.gig: .ah rtzloal/manager/appsentinels/ atalog/bdde ac 26bbdb/settings/gateway-services/gw03/.. & W ®  NewChromeavailable
Policies
c ]

Name Title Version Modified ¥

lic 2.2 10 o
2.3, 10 d
1 2.0, 10 d
2 10 d
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o After uploading, the policies will be available in the APl Assembly palette for new or
existing APIs.

& (& © Notsecure  h¥ps//zpi-manager-ui.apionan.giganatzloml/manager/appsert nds/cevel op/api/ 17 1f-dc98-# 265 -b/ de-b&9daz cb=4d6/cai/ [CR + 4 ®  NewChromeavailshle }

Nevelap J

sandproductapi 10U v Doen AP1 2.0 B
Nesigr

Rateway Test Ferl arer

Policies

% Q QB shw catches @ @ @

v Gateway and portal s2:tings
arget Services (0) “

®o inwohe (=]

CORS

> Proparties i1)

Grta g Prepartias (

Build assembly flow 5

Apglication Authancication

Apglication Authencication Source (0)

Lupic Acliuns Secuily Tiansfuims User Delined

®
Activity Lcg
Y 0 Operztion Switch H CatewayScript Client Security E ISON to XML n appsencinzls-post-prec

Compatihiity

© i Crapnoy imenspecs B v - .
Log By velicete 2w B resection
—_— B oniomon
e You can then drag and drop the policies into the APl Assembly and save the
configuration.

€ C @ Notsecure htgs//api-manager-uiapicnan.gigahertzlogl/manager/sppsentinels/develao/api/1 dff7b1f-dcd8-4365-b4de-b89daa

Jai/ Q W ®  NewChrome available

i .0.! v Open APLv2.0

Design Gateway Test

® appsentinels-pre-proc invoke P B appentinels-post-poc @ @)

Catalog Propertie

Build assembly flow b
Application entication Source (0) @®
gpicatiof A thentication Logic Actions Security Transforms User Detined
Activity Log o ) ) =
Operation Switch H GatewayScript H Clisnt Security E SZON to XML m appsentinels-past-proc

Compatibility

é Switch GraphQL introspact Generate JWT Map g appsentinels-pre-prac
Extensions
Categories (0) © o Throw Tnvoke User Security B e

Integration through API toolkit CLI

Execute the following commands to integrate the policies:
e Login to Api Manager:
apic login --server <Api manager URL> --username <username> --password <password> --
realm <realm>
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e Create Pre-request Policy:
apic policies:create --scope catalog <POLICY_FILE for preprocessing > -c <catalog name> -o
<ORG name> --server <management server endpoint> --configured-gateway-
service <Configured Gateway Service name or id >
e Create Post-request Policy:
apic policies:create --scope catalog <POLICY_FILE for post processing > -c <catalog name> -0
<ORG name> --server <management server endpoint> --configured-gateway-
service <Configured Gateway Service name or id >
Once Created these policies will be available in the APl Assemble for drag-and-drop usage

& G @ Notsecure  hites/fzpi-manager-ui.apianan.giganatzlocalimanager/appsert nels/cevel op/api/ 17k 11 dc98- 265-b/ de-b89dazck-2Ad6 cai/ Q % ©® NewChromeavailble }

sandprodictapi  1.0.0 v Dpen AT 2.0 “
B Valicate

Nesigr Gateway Test Fxplorer

Policies
% Q QBB shcw catches Qa a o
v Gateway and portal s2:tings

Target Senvices (0

@0 B ®
CORS
n s (1)

C#ta cg Propertins (0)

Build assembly flow
Apglication Authensication
Aplication Authensication Source (C)
" Lugic Adlivns Sucuily Tansfuims Usur Defined
Activity Lcg 3 . " x
Oparetion Switch H CatswayScript Clisnt Security B ssontesm ! sppsantinsls-post-prec
Campatihiity
Switch Grapht)l introspect Generate W | Manp ppsancingls-pre-proc
Extonsions o " P " E T apr e[
Cet=gories (0) ® o Thiow B 1hvoke User Secunily B -
Loz Validets JWT E Pedaction
Rata limit B < ioason
& c © Notsecure  h#ps//api-manager-ui.apianan.gigahertzlocal/manager/appsentinels/develop/api/1 df7h1f-dc98-4365-bdde-b89daach34d6/oai/ Q ®  MewChrome available }

1EM API Connect

Gateway Test

Policies
% I Show catches Q@ a @
+ Gateway and portal settings
Target Services (0)
E [} B appsentinels-pre-proc invoke i E appoentinels-pestprc @ @)
CoRS
» Properties (1)
Catalog Propertiss (0) =
Build assembly flow ©
Application Authentication
lication Authentication Sourcs (0)
ApplicationAubiencationsour Logic Actions Security Transforms User Defined

Activity Log X . X X . = .
Operation Switch E GatewayScript H Client Security E SEON to XML appsentinels-post-proc

Compatibility

é Switch E GraphQL introspect Generate JWT Map appsentinels-pre-prac
0 Throw Invoke H User Security B Parse
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Note: Ensure the correct catalog and gateway service are specified when executing CLI
commands.

AppSentinels Global Policy Instrumentation (Per catalog)

In this type of deployment, we must deploy the policy zip to a specific catalog in API
manager. There is a script called manage_global_policy.sh through which we can
deploy/remove the policy through CLI. After running the script, the policy will be applied to
all the APIs under the specific catalog

This section provides a step-by-step guide for applying the AppSentinels global policy
instrumentation using the IBM APl Connect CLI. Once applied, this policy will be enforced on
all APIs under the configured catalog

Prerequisites

Ensure that you have access to the APl Connect CLI and a valid credential file before
proceeding.

Please download the required files from AppSentinels Global Policy

Register Toolkit Credentials
Run the following command to set your credentials:
Command: apic client-creds:set <path to your downloads>/credentials. Json

Example: apic client-creds:set credentials. Json

Authenticate with APl Connect

Run the login command with your credentials and server information:

Command: apic login --server <APl Manager URL> --username <username> --password
<password> --realm <realm>

Example: apic login --server https://api-manager-ui.apicman.local --username user.name --
password password --realm provider/default-idp-2

Deploy the Policy Globally

Use the following command to apply the policy:

Command: ./manage_global_policy.sh -d -¢ <Controller IP> -t <TLS profile name> -s <API
Manager URL> -o <Organization> -g <Catalog name> -w <Gateway name>

Example: ./manage_global_policy.sh -d -¢ 104.154.155.131 -t test-tls-prof -s https://api-
manager-ui.apicman.local -o appsentinels -g catalogl -w gw03

Remove the Policy Globally

Use the following command to remove the policy:

Command: ./manage_global_policy.sh -r -c <Controller IP> -t <TLS profile name> -s <API
Manager URL> -o <Organization> -g <Catalog name> -w <Gateway name>

Example: ./manage_global_policy.sh -r -c 104.154.155.131 -t test-tls-prof -s https://api-
manager-ui.apicman.local -o appsentinels -g catalogl -w gw03
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Usage of the manage_global policy.sh Script
The script ‘'manage_global_policy.sh’ is used to deploy or remove the policy globally within a
specific catalog. It accepts the following parameters:

-d: Deploy the policy

-r: Remove the policy

-c: AppSentinels Controller Hostname/IP
-t: TLS Client Profile name

-s: APl Manager URL

-0: Organization under APl Manager

-g: Catalog name to be instrumented
-w: DataPower Gateway Service Name

Reference

For more information, refer to the IBM documentation:
https://www.ibm.com/docs/en/api-connect/10.0.x_cd?topic=applications-working-global-
policies

AppSentinels Global-Scoped Policy Instrumentation

In this type of deployment, we have to deploy the gateway-extension.zip file in cloud
manager. After successful deployment the policy will be appeared in APl assembly pallet for
all APIs across all catalog under an organization. User has to drag-and-drop the policy to
specific APl to apply the policy.

Please download the required file from Appsentinels Global Scoped Policy

This section describes the steps to deploy AppSentinels global-scoped policy in IBM
DataPower Gateway and API Connect using gateway-extension.

IBM DataPower API Gateway Configuration

e Update the ‘AS_CONTROLLER_URL" with the AppSentinels controller URL and
"AS_TLS_CLIENT _PROFILE" with TLS profile in the “appsentinels-pre-proc.js’ and
‘appsentinels-post-proc.js files.

e Upload these JS files to the following locations in DataPower:

e appsentinels-pre-proc.js:

o Navigate to: File Management - local - Create subdirectory named “appsentinels-
pre-proc.

e Upload the “appensentinels-pre-proc.js” file.

e Final path: ‘local:///appsentinels-pre-proc/appsentinels-pre-proc.js’.

e appsentinels-post-proc.js:

e Navigate to: File Management - local - Create a subdirectory named “appsentinels-
post-proc’.

o Upload the “appensentinels-post-proc.js file.
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e Final path: ‘local:///appsentinels-post-proc/appsentinels-post-proc.js’.
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e Create Assembly Function object "appsentinels-pre-proc_1.0.0" with:
e New Assembly under the object.
e New Rule under the Assembly.
e GatewayScript Action under the Rule.
e Specify script path: “local:///appsentinels-pre-proc/appsentinels-pre-proc.js.
Note: Please use name ‘appsentinels-pre-proc_1.0.0’ for all object created here
e Repeat the same steps for “appsentinels-post-proc™ policy, replacing file and object
names accordingly.
Note: Please use name ‘appsentinels-post-proc_1.0.0’ for all object created here
o After creating both the assembly function it will appear like below

L- a OB ] w71 1951 £ W1 bl = P @ teow s ¢ vl
1] Corerred Boageed
Bhsgrint Cormcks Configure Assembly Function
E
wereres
M— P Satn | O e Lo | Admeisirseee shats | Cosrmere
R R — - | o | eetind |
o = F: i

Copmermtiy TR Fagm dacer

e Export both ‘appsentinels-pre-proc_1.0.0" and ‘appsentinels-post-proc_1.0.0" from
Assembly Function as ZIPs.
e Confirm each ZIP contains:
o ‘dp-aux’ folder
e ‘local’ folder with the JS file
e export.xml file
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IBM API Connect Configuration

Rename the ZIP files by removing version numbers:
‘appsentinels-pre-proc_1.0.0.zip" - "appsentinels-pre-proc.zip’
‘appsentinels-post-proc_1.0.0.zip" = “appsentinels-post-proc.zip’
Create folder structure for each policy:

‘pre-proc/implementation/” and “post-proc/implementation/’

Place ZIPs inside respective implementation folders.

Add a YAML file under pre-proc and post-proc with the following format:
Under pre-proc folder create “appsentinels-pre-proc.yaml’

Under post-proc folder create “appsentinels-post-proc.yaml’

Content:

policy: 1.0.0
info:
title: appsentinels-<pre/post>-proc
name: appsentinels-<pre/post>-proc
version: 1.0.0
description: Global scoped <pre/post> policy

Create new ZIPs from “pre-proc’ and “post-proc’ folders named:
‘appsentinels-pre-proc_1.0.0.zip"

zip -r appsentinels-pre-proc_1.0.0.zip implementation appsentinels-pre-proc.yaml
‘appsentinels-post-proc_1.0.0.zip"

zip -r appsentinels-post-proc_1.0.0.zip implementation appsentinels-post-proc.yaml|
Create a ‘manifest. Json’ file with the following content:

{
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"extension": {
"properties": {
"deploy-policy-emulator": false,
"deploy-policies": ["gatewayscript_1.0.0"]

2
"files": [
{
"filename": "appsentinels-pre-proc_1.0.0.zip",
"deploy": "immediate",
"type": "user-defined-policy"
{
"filename": "appsentinels-post-proc_1.0.0.zip",
"deploy": "immediate",
"type": "user-defined-policy"
}
]
}

}

e Create final ZIP: ‘gateway-extension.zip" including:
e 'manifest. Json’
e appsentinels-pre-proc_1.0.0.zip"
e appsentinels-post-proc_1.0.0.zip"
Upload using one of the methods:

Cloud Manager Ul
Navigate through Topology - Select Gateway - Configure gateway extension - Upload

@ Fotwmur i " Z oo o & @ OF

hy =5

Default Availability Zong Mg m

Sarvice Tygm Bssochated ssabylics sarvics Viskis o

13| Page Proprietary and confidential Information, ©2025, AppSentinels.ai



GB AppSentinels.ai

Application Security Re-invented

APIC CLI

e Login to Cloud manager as admin:
apic login --server <URL> --username <user> --password <password> --realm
admin/default-idp-1

o Upload gateway-extension file to specific gateway:
apic gateway-extensions:create --scope org gateway-extension.zip --org admin --
gateway-service <gw-name> --availability-zone availability-zone-default --server
<URL>

o After completion of gateway-extension.zip file you can see like below

Configure gateway extension

Contigure gatesay exiension

LELE AP] vernlan Modified

e After upload, validate policy visibility in APl assembly palette and use drag-and-drop
to apply

es B &
Build assembly fHlow
Loghc At Seurily Trareormit Usar Dedtsed
@ o B H: B = B oo
Q:... B H - B = B worrine
o 2] a - |~ o
o m - |
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AppSentinels Catalog-Scoped Policy Instrumentation (V5 Compatible
Gateway)

This section describes how to deploy policy for V5 compatible APl in APl Connect.

IBM DataPower Gateway Configuration
e Download the necessary files from the below link
o File Link: Appsentinels V5 Catalog Scoped Policy
e In gateway navigate through File Management --> local-->policy and create two new
directory
o appsentinels-pre-proc-v5
o appsentinels-post-proc-v5
e Upload appsentinels-pre-proc-v5.js file in appsentinels-pre-proc-v5 directory
and upload appsentinels-post-proc-v5.js file in appsentinels-post-proc-v5 directory

€ c © Notsecure  hipsi//10.0.60.21:9090/system/FileMaintenance

DataPower Gateway &dmin @ 4:22:04 AV (EDT)

[E] Control Panel

) Blueprint Consale File Management
‘ X B Refresh page el
(8] () Status
(] (2 Services Available Space: 87,459 MBytes (encrypted), 87,459 MBytes (temporary)
J‘ :;:::,r:"a‘m Manipulate checked Files:| Delete || Copy || Rename |l Move |
b i 5 Name Action size Modified
@] cert: Actions. ..
@ chkpoints: Actions.
@) config: Actions.
(] export Actions.
B4y local: Actions...
W0y ext Actions.
# () gwepi Agtions.
() Isp Agctions.
= 3 policy Actions.
= & appsentinels-post-proc-vS Actions.
[} appsentinels-post-proc-vS.js Edit 11,616 Jul 9, 2025 2:10:56 AM
-l &3 appsentinels-pre-proc-vs Actions.
(] appsentinels-pre-proc-vS.js Edit 15,336 Jul 9, 2025 2:10:35 AM
a—— Actons,
&) logtemp: Actions,
@53 policyframework: Actions.
{23 pubcert: Actions.

e Go to “Processing Rule” and create two new rules:
o For appsentinels-pre-proc-v5:
= Name: appsentinels-pre-proc-v5-main
= Rule Direction: Both Direction
= Non-XML Processing: on
= Rule Action: create new action
e Name: appsentinels-pre-proc-v5-action
e Action Type: GatewayScript
e INPUT: INPUT
e GatewayScript file: local:///policy/appsentinels-pre-proc-
v5/appsentinels-pre-proc-v5.js
e OUTPUT: OUTPUT
= Now save and apply the action and rule
o For appsentinels-post-proc-v5:
= Name: appsentinels-post-proc-v5-main
= Rule Direction: Both Direction
= Non-XML Processing: on
= Rule Action: create new action
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¢ Name: appsentinels-post-proc-v5-action
e Action Type: GatewayScript
e INPUT: INPUT
e GatewaysScript file: local:///policy/appsentinels-post-proc-
v5/appsentinels-post-proc-v5.js
e OUTPUT: OUTPUT
= Now save and apply the action and rule

< c © Notsecure

DataPower Gateway admin @ 07

[E] Control Panel

[ Blueprint Console Configure Processing Action
o & C Refresh List
sl (3 Status
Services
Network Name Status | Op-state | Logs Comments. Action Type
=3 Administration = o P saved up ’” e
(& Objects __default-accept-service-providers-results-action__ saved up P Results
sl (3 Network Settings __dp-policy-call-action__ saved up # | call the next policy. Call Processing Rule
[s] () Frotocol Handiers __dp-policy-init-xform-action_ saved | up | ,2 [ Setup context vars and annotate map XML. Transform with XSLT
& () B2B Configuration __dp-pohicy-results-action__ saved up »” | Results action for our policy enforcement rules, Results
sl (1) APl Processing Action __dp-pokicy-traverse-xform-action__ saved up #~ | Identify next policy by traversing the annotated map. | Transform with XSLT
[&] (3 API Assembly appsentinels-post-proc-v5-action saved up »” GatewayScript
(3] ([ Service Configuration Sibsantinels-pre proc-vs-action seved | up ” GatewayScript
iy webapi-basic-asa saved | up | o/ aaa
. webapi-basic-asa-ldap3 saved | up » LYYy
XML Processing ‘webapi-check-policy-error saved up » Transform with XSLT
@ AAA Policy webapi-check-policy-output saved up » Transform with XSLT
$:Compie Options Pokey webapi-cond-select-resource saved [ up | 2 Conditional
© Conformance Policy webapi-domain-init-aaa saved | up | B o)
© Document Crypto Map webapi-domain-init_xform_0 saved up » Transform with XSLT
&, HYTP Input Conversion Map webapi-dpext-after-request saved up P Call Processing Rule
© Matching Rule webapi-dpext-after-request-noinput saved up. po Call Processing Rule
© MTOM Policy webapi-dpext-after-request-policyoutput saved up pe Call Processing Rule
© Processing Action ‘webapt-dpext-call-before-request saved up > Call Processing Rule
€ 5 G ©Notsure hites//10.06021:9090/ist/StylePalicyRule ® @

DataPower Gateway admin @ O

[5)] Control Panel

© Blueprint Console Configure Processing Rule
Qs C Refresh List :
3 ([ Status
[s] (3 Services
s @ Network Name Status | op-state | Logs | Rule pirection
@ G Adnisiraticn __defauit-accept-service-providers-request__ | saved | up | 2 | Cllent to Server
[ & Objects __default-accept-service-providers-response__ | saved up ) | server to Client
sl () Network Settings —dp-policy-beain saved up »’ | Both Directions
[s] (2 Protocol Handlers appsentinels-post-proc-vS-main saved | up & | Both Directions
B2B Configuration appsentinels-pre-proc-vS-main saved up »” | Both Directions
[s] () API Processing Action webapi-domain-init saved up #~ | Chent to Server
&) (3 AP Assembly webapl-internal-ai-rsp saved up »” | server to Client
@ Service Configuration webapi-intemal-cache-req saved up #” | Client to Server
S & Parsing webapi-intemal-cachejs-req saved up »” | Chent to Server
- webapi-internal-catalogs-req saved | up ) | client to Server
Bl & XML Processing webapi-internal-echo saved up ) | client to Server
© AAA Policy webapi-internal-managed-objects-req saved up | client to server
© Compile Options Policy webapi-internal-mfpCache saved | up | /| Chent to Server
@ Conformance Policy webspl-Interal-mfpProviders saved up | client to server
9: Document Crypto Map webspl-intemal-odanfo-req saved | up ) | client to server
@ HTTP Input Conversion Map webapi-internal-proxyelb-rsp-rule saved | up 7 | server to Client
© Matching Rule webapi-internal-proxyelb-rule saved up. »” | client to Server
© MTOM Policy webapl-internal-services-req saved up #” | Chent to Server
© Processing Action webapl-internal-swagger-req saved | up | 0 | Chent to Server
@ Processing Metadata webapl-internal-swaggerschema-req saved | up ) | client to Server
© Processing Policy webapl-internal-uropen-0-req saved up #” | Client to Server
LETRE sog o) v e

e Goto newly created rules and do export and download the exported files
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- -
|= | Exporting appsentinels-pre-proc-v5-main - Google Chrome = (=] X X [5] BMDatsr X oo Configunt X | @ 1006021 X | @ 1006021 X | @ postman- X | @ M1®H. X | +

© Notsecure  kes//10.0.60.21:9090/support xmi?action =export-o &,

= |e/appsentinels-pre-proc-v5-main *
1 DataPower Gateway
)
1 Action completed successfully!
| You have successiully exported the complete configuration for Processing Rule
appsentinels-pre-proc-v5-main
ain upl

| Your download will begin momentarily.
| You may dose this window once the download has begun
) o Export View Log | View Status | Help
Necwrsevenys
Protocol Handlers Administrative state @ enabled () disabled
B2B Configuration
AP] Processing Action Comments
4] Assembly
Service Configuration Rule Action appsentinels-pre-proc-vs-action v 7 %)
Parsing 4 »
XML Processing v acd | +
3A Policy
smpile Options Policy Rule Direction Both Directions v *
snformance Policy
scument Crypto Map Input Filter TNone v |*
TTP Input Conversion Map
atehing Rule Qutput Filter None v|*
TOM Policy
ocessing Action Non-XML Frocessing ®on O off

ocessing Metadata
ocessing Policy
ocessing Rule

ML Attributes
| Exporting gppsentinels-post-proc-vS-main - Google Chrome = u} X X [5] BMDatr X ol Configurs X | @ 1006021 x | @ 1006021 X | @ postman- X | @ MI®AH X | +

© Notsecure  hitps://10.0.60.21:9090/support xml?action =export-o &

= lle/appsentinels-post-proc-va-main Y
DataPower Gateway
Action completed successfuily!
You have successfully exported the complete configuration for Processing Rule
appsentinels-post-proc-v5-main
S rain [up)
Your download will begin momentarily.
You may close this window once the download has begun.
Download | Export  View Log | View Status | Help

T
rotocol Handlers Administrative state @ enabled O disabled
128 Configuration
\PI Processing Action Comments [
1 Assembly
iervice Configuration Rule Action appsentinels-post-proc-vS-action 7 R
arsing ( ——————sssseee  }
ML Frocessing v|[add |+
A Policy
mpile Options Policy Rule Direction [Both Directions v |*
nformarice Policy
cument Crypto Map Input Filter [Hone v|*
TP Input Conversion Map
tehing Rule output Filter [None v|*
oM Policy
)cessing Action Non-XML Processing e

Jcessing Metadata
scessing Policy

o appsentinels-pre-proc-v5-main.zip --> appsentinels-pre-proc-v5.zip
o appsentinels-post-proc-v5-main.zip --> appsentinels-post-proc-v5.zip
e Now create a pre-proc folder and do below steps:
o Under pre-proc folder create a folder name “implementation”
o Copy the downloaded appsentinels-pre-proc-v5.zip file in implementation
folder
o Copy appsentinels-pre-proc-v5.yaml file in pre-proc folder
o Create a zip file named appsentinels-pre-proc-v5.zip which contain
“implementation” folder and appsentinels-pre-proc-v5.yaml file
e Now create a post-proc folder and do below steps:
o Under post-proc folder create a folder name “implementation”
o Copy the downloaded appsentinels-post-proc-v5.zip file in implementation
folder
o Copy appsentinels-post-proc-v5.yaml file in post-proc folder
o Create a zip file named appsentinels-post-proc-v5.zip which contain
“implementation” folder and appsentinels-post-proc-v5.yaml file
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Upload and apply the Policy in IBM APl Manager
e After creating the two policy zip files (appsentinels-pre-proc-v5.zip and
appsentinels-post-proc-v5.zip) now you must upload the policy to specific catalog
and apply the policy to specific API
e Loginto APl manager Ul and navigate through
o Manage--> Select the catalog --> Catalog Settings --> Gateway Service --
>3dots --> View Policy --> Upload
o Manage--> Sandbox --> Catalog Settings --> Gateway Service -->3dots -->
View Policy --> Upload
o Note: You must upload the policy in Sandbox catalog along with the intended
catalog, otherwise it will not appear in APl assembly pallet.

. c © Notsecure ks //api-manager-ui.apisys gigahertzlocal/manager/appsentinels/manage/catal og/ 4fc)-a044-04 b4276/settings/gateway-services/ Q W d ©

vbtestcat

Overview
| Gateway services Gateway services Edit
Lifecycle approvals
Publish validations Title Eventload Type URL
Roles
Onboarding

APIU

OAuth providers
API endpolnts
TLS client profiles
Portal

Catalog properties

Billing

€ C © Notsecure  hss://api-manager-ui.apisys.gigahertzlocal /manager/appsentinelsimanage/atalog/98c4f683-431

e -
Uplead
View and acd custom policies 1o the catalog

Name Title Version Modified v
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v BA X & AP X de T x | [5] afeadcor x 1BM X | oo Configunr X | @ 1006021 X | @ 10 x | @ x @ x |+ == R
« C @ Notsecure  hes//api-manager-ul apisys.gigahertzlocslmanager/appsentinels/manage/cataloa/fes 2a26c-5659-4db8-8e22-221 543 ace2 /settings/aateway-servicesha test/polides/ Q& & @
Policies W
View and add custom policies 10 the catalog
Name Title. Version Modified ¥
1
5
at
: 1
o
Mep

ﬂp Type here to search S i G ) = 28°C Partly sunny
e So, after upload the policies, both the policies will appear in APl assemble pallet,
now just drag and drop the policy and save and publish the API to activate the policy

€« C © Notsecure  https://api-manager-ul.apisys gigahertzlocal/manager/appsentinels/develop/api /7 e 7427-9654-44fa-9f25

1EM AP Connect

5 1.0.0 v 1v.
vhapil Open AP1V2.0 i) Validate

® o Invoke @

Build assembly flow t

Application Authentication Source (0) D

Activity Log Logic Actions Security Transforms User Defined

compatibility 0 1 Activity Log Generate JWT E ISON to XML ' appsentinels-post-proc-v5
tensions
o Operation Switch H GatewayScript n validate IWT B v ' appsentinels-pre-proc-vs
gaties (0) :
6 Switch Invoke validate username Token [ Redaction - validate Usernametoken
o Throw Proxy B i t00s0n
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v & APiConnt X @& APIConnc X o Troublesh X +] Afeadctor x| [5] IBMDatsl X | die C

€ C O Notsecure  ispsy//api-manager-ul.apisys gigahertzlocalmanager/appsentinels/develoo/

FPolicles
a® sh : a a @
e
®
(ORI [oe— =% [ [P
o)
7
Build assembly flow
Logic Actions Security Transforms User Defined
0 i Acthvity Log Generate JWT E 38010 XML n appsentinels-post-proc-1s
é Operaticn Switch H GatewayScript Validate JWT E Map 5
0 Switch Tnvoke vaidate Username Token [ Redaction
o Thiow Proxy Bl e 0as0n
Set Variable B s
Validate

P Type here to search

AppSentinels Global Policy Instrumentation (Per catalog) (V5
Compatible Gateway)

Prerequisites

Ensure that you have access to the API Connect CLI and a valid credential file before
proceeding.

Please download the required files from: Appsentinels V5 Global Policy

Register Toolkit Credentials

Run the following command to set your credentials:

Command: apic client-creds:set <path to your downloads>/credentials. Json
Example: apic client-creds:set credentials. Json

Authenticate with APl Connect

Run the login command with your credentials and server information:

Command: apic login --server <APl Manager URL> --username <username> --password
<password> --realm <realm>

Example: apic login --server https://api-manager-ui.apicman.local --username user.name --
password password --realm provider/default-idp-2

Deploy the Policy Globally

Use the following command to apply the policy:

Command: ./manage_global_policy-v5.sh -d -c <Controller IP> -t <TLS profile name> -s <API
Manager URL> -o <Organization> -g <Catalog name> -w <Gateway name>

Example: ./manage_global_policy-v5.sh -d -¢ 104.154.155.131 -t test-tls-prof -s https://api-
manager-ui.apicman.local -o appsentinels -g catalogl -w gw03
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Remove the Policy Globally

Use the following command to remove the policy:

Command: ./manage_global_policy-v5.sh -r -c <Controller IP> -t <TLS profile name> -s <API
Manager URL> -o <Organization> -g <Catalog name> -w <Gateway name>

Example: ./manage_global_policy-v5.sh -r -c 104.154.155.131 -t test-tls-prof -s https://api-
manager-ui.apicman.local -o appsentinels -g catalogl -w gw03

Usage of the manage_global policy-v5.sh Script
The script ‘'manage_global_policy-v5.sh is used to deploy or remove the policy globally within
a specific catalog. It accepts the following parameters:

-d: Deploy the policy

-r: Remove the policy

-c: AppSentinels Controller Hostname/IP
-t: TLS Client Profile name

-s: APl Manager URL

-0: Organization under APl Manager

-g: Catalog name to be instrumented
-w: DataPower Gateway Service Name

Troubleshoot

e To see the failure logs login to IBM DataPower Ul and in home page select the ‘view
logs’ tab

Reference

e https://www.ibm.com/docs/en/api-connect/10.0.8 Its?topic=topology-registering-
gateway-service

e https://www.ibm.com/docs/en/api-connect/10.0.8 Its?topic=connect-configuring-
datapower-api-gateway

e https://www.ibm.com/docs/en/api-connect/10.0.x_cd?topic=apdag-defining-
packaging-publishing-catalog-scoped-policy-api-gateway

e https://www.ibm.com/docs/en/api-connect/10.0.x_cd?topic=apdag-defining-
packaging-publishing-global-scoped-policy-api-gateway

e https://www.ibm.com/docs/en/api-connect/10.0.8 Its?topic=applications-working-
global-policies
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